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Abbreviations
E2E

End-to-End

IoT

Internet of Things

IoTMan

IoT Manager

IoTMA

IoT Management Agent

IoTEE

IoT Entity Editor

IoTSS

IoT Sensor Setup

LPWAN

Low-Power Wide Area Network

NGSI

Next Generation Service Interfaces Architecture

SEPA

SPARQL Event Processing Architecture

SWAMP

Smart Water Management Platform
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Executive Summary
SWAMP (Smart Water Management Platform) is a Europe-Brazil cooperation project aiming at developing
IoT (Internet of Things) based methods and approaches for smart water management in precision irrigation
domain and to pilot the approaches in four places, two pilots in Europe (Italy and Spain) and two pilots in
Brazil. SWAMP aims at improving precision irrigation by increasing the awareness of the condition of the
crop, by monitoring the field based on crop status (size, growing phase) and environment (e.g., weather
forecast) and at adjusting the irrigation prescription map accordingly. The smart water management pilots
aim at guaranteeing that technological components are flexible enough to adapt to different contexts and
to be replicable in different locations and settings. The same underlying SWAMP platform can be
customized to different pilots considering different countries, climate, soil, and crops.
This report described the approach taken by SWAMP for the management and deployment of SWAMP
Systems, focusing on Deployment and Runtime Management Services that are needed for SWAMP Platform
installation, configuration, monitoring and maintenance, considering the diversity of scenarios that
characterize the SWAMP pilots. It proposed a novel IoT Management Architecture, which can be used for
the management of different IoT applications, such as smart farming, smart cities, smart health care and
smart industry. Also, an instantiation of this architecture for the smart water management was presented,
called SWAMP Management System. Security management aspects of the SWAMP platform are also
discussed. The proposal of the IoT Management Architecture and the SWAMP Management System was
made after an extensive research on journals and conferences looking for the management of IoT
applications, which proved to be unsuccessful. With the first deployments of the SWAMP Systems in the
pilot scenarios, the SWAMP team soon learned that manual configurations and monitoring could not cope
with the needs of highly scalable systems. Even though in a small scale at the beginning, many problems
occurred that unnecessarily delayed and challenged the deployment and management process.
Since the whole SWAMP Management System is still work in progress, a status of its implementation and
deployment as of April 2019 is presented. The next steps are dedicated to the implementation, deployment,
test and performance analysis of the management system components.
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1. Introduction
1.1. Purpose and Context of this Deliverable
The SWAMP project develops IoT based methods and approaches for smart water management in
precision irrigation domain and to pilot the approaches in four places, two pilots in Europe (Italy and Spain)
and two pilots in Brazil. The same underlying SWAMP platform can be customized into different SWAMP
Systems according to the needs of pilot deployments, considering different countries, climate, soil, and
crops.
The present document is an output of Task 1.3 (Deployment and Runtime Management Services) within
Workpackage 1 (Architecture and platform). It reports the SWAMP Deployment and Management Services,
whose development is currently work in progress.

1.2. Scope of this Deliverable
This document describes Deployment and Runtime Management Services that are needed for SWAMP
Platform installation, configuration, monitoring and maintenance, considering the diversity of scenarios
that characterize the SWAMP pilots. It initially provides important background concepts, such as the
FIWARE and SEPA platforms. Further, it introduces the SWAMP Infrastructure, composed of SWAMP
Platform and Systems based on the SWAMP Layered Architecture, which are deployed in different
infrastructures following the IoT Computing Continuum (composed of Device, Mist, Fog and Cloud). A novel
IoT Management Architecture is proposed, which can be used for the management of different IoT
applications, such as smart farming, smart cities, smart health care and smart industry. Also, an
instantiation of this architecture for the smart water management is presented, called SWAMP
Management System. Security management aspects of the SWAMP platform are also discussed. Finally,
since the whole SWAMP Management System is still work in progress, a status of its implementation and
deployment as of end of April 2019 is presented.

1.3. SWAMP Pilots
The four SWAMP pilots are based on the same technical solutions, but they are located in different regions,
deal with different crops and have different primary goals.
•
•

•

•

CBEC Pilot (Bologna/Italy): the main objective of the Consorzio di Bonifica Emilia Centrale (CBEC)
pilot is optimizing water distribution to the farms.
Intercrop Pilot (Cartagena/Spain): Intercrop Iberica addresses several challenges since production is
in a dry area, and a considerable amount of water comes from a desalination plant. The primary
goal for Intercrop is using water more rationally. In the Intercrop Pilot the irrigation system is
entirely managed by SWAMP, unlike the other three pilots.
Guaspari Pilot (Espírito Santo do Pinhal / Brazil): The Guaspari Winery transfers the wine grape
harvesting to the winter season (June-August) using irrigation techniques. The main goal for
Guaspari is improving wine quality
MATOPIBA Pilot (Barreiras/Brazil): The Rio das Pedras Farm is located in the MATOPIBA region, and
irrigation is mostly performed by center pivots with an average size of 100 ha. This main pilot goal
is to implement and evaluate a smart irrigation system based on Variable Rate Irrigation (VRI) for
center pivots in soybean production and save energy used in irrigation.

Each pilot has different characteristics, requirements and constraints, so that the SWAMP Platform must be
configured in different ways to adapt to these situations. The SWAMP Core Platform and deployment
scenarios for the four pilots are presented in Deliverable D1.2
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1.4. Deliverable Structure
The remainder of this document is organized into the following chapters.
•

Chapter 2 (Background) provides an overview of some concepts, namely management of IoT
systems, fog and mist computing, FIWARE and SEPA platforms and the LoRaWAN architecture.

•

Chapter 3 (SWAMP Infrastructure) introduces the SWAMP Infrastructure, composed of SWAMP
Platform and Systems based on the SWAMP Layered Architecture, which are deployed in different
infrastructures following the IoT Computing Continuum (composed of Device, Mist, Fog and Cloud).

•

Chapter 4 (IoT Management Architecture) presents a contribution of the SWAMP Project as an
architectural framework to the management of IoT-based smart systems.

•

Chapter 5 (SWAMP Management System) is the key part of document, where the IoT Management
Architecture is instantiated into the SWAMP Management System, whose structure and
components are presented here.

•

Chapter 6 (SWAMP Security Management) addresses security features of the SWAMP Platform.

•

Chapter 7 (Implementation and Deployment Status) details the current implementation and
deployment status of the SWAMP Management System components.

•

Chapter 8 (Final Remarks) presents some final thoughts about SWAMP Deployment and
Management Services.
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2. Background
2.1. Management of IoT Systems
The management of IoT systems is a challenging task, since these systems have some characteristics that
are not present in traditional ones. IoT systems are formed by heterogeneous devices and distributed
components, which are able to communicate using different types of networks. IoT devices often need
cloud computing for storage and data processing. Recently, fog computing was also integrated in this view,
forming the IoT-Fog-Cloud continuum [3][13]. IoT systems are also frequently viewed as a System of
Systems (SoS) [2], which have managerial independence, where subsystems may be managed by different
authorities. The integration of IoT, Fog and Cloud in a single system requires novel coordinated
management strategies [13]. Traditional network management systems categorize the objectives into five
levels: fault, configuration, accounting, performance and security. The management of a distributed IoTFog-Cloud system includes services management, orchestration, resource management, energy
consumption, data management, devices management and federation, trust, and also business and service
models [3].
There are many works in the literature focusing on management for wireless sensor networks or cloud
computing, and more recently, fog computing. However, no reference to an end-to-end IoT management
architecture, as we need in SWAMP, has been found. Clearly, there is a need for new IoT management
architectures and IoT management systems. In this document, we propose an IoT Management
Architecture to be used in the SWAMP system.

2.2. Fog and Mist Computing
Fog computing is a fairly new paradigm aimed at dealing with challenges related to the huge amount of
data that will be generated with the increasing utilization of IoT-based systems [5] It solves serious
problems such as decreasing latency from real time applications, decreasing data traffic between the
network edge and core, and softening the processing burden of the cloud by performing load balancing.
The fog is based on a highly virtualized platform that provides computing, storage and communication
services between users and the datacenter where the cloud is hosted [1], by bringing services from the
cloud closer to the users.
Fog Computing systems are located at the edge of the network aimed at reducing bandwidth requirements,
latency, and the need for communication with the data center. Mist Computing extends this concept
further in IoT-based systems, closer to the sensors and actuators [15]. Although there is no consensus
about the definition of mist, some common understanding can be found, such as being located closer to
the devices [20][22]. The Mist can be considered the lowest level of a 2-layer hierarchical fog computing
system. In SWAMP, a Mist Node has been previously called Fog Field Node [11], because it is located within
the field to facilitate communication with sensors.

2.3. The FIWARE Platform
FIWARE [8] has been attracting general attention for being an open source EU-funded solution, comprised
of a series of software components called Generic Enablers (GE) that perform functions needed in IoTbased smart applications. GEs can be used to build different applications that exchange information
through a REST API following the OMA NGSI standard based on JSON. The central aspect of the FIWARE
NGSI Context Management information model is the concept of entities and their attributes. There has
been an ongoing effort to develop a Context Information Management API based on recent advances in
Linked Data (LD) [4] based on JSON-LD called NGSI-LD [7].
Some FIWARE GEs are considered key enablers, such as:
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•

Orion: A publish/subscribe context broker, considered the heart of FIWARE. Orion only stores the
latest version of entity attributes and it needs to work together with other applications in order to
maintain historical data.

•

IoT Agent: Maps data coming from sensors and going to actuators to the FIWARE NGSI information
model to be stored in Orion and further processed by other GEs or external applications.

•

Quantum Leap: New GE that preserves Orion NGSI historical entity data as times series, replacing
the old and less scalable STH Comet.

2.4. The SEPA Platform
The SPARQL Event Processing Architecture (SEPA) [17] enables the detection and communication of data
changes for the Semantic Web of Things [14]. SEPA is based upon W3C SPARQL 1.1 [21], a RDF query
language, used by publishers and subscribers to exchange data. The SEPA framework offers developers a
solution for implementing Dynamic Linked Data applications and services. Linked Data refers to a set of
best practices for publishing and connecting structured data on the Web [4]. Dynamic aspects of Linked
Data involve discovery, granularity level, description of changes, detection algorithms, and notification
mechanisms. The SEPA broker is the core element of the architecture, implementing a content-based
publish-subscribe mechanism where publishers use SPARQL 1.1 Updates to generate events and
subscribers use SPARQL 1.1 Queries to subscribe to events. The latter receives SPARQL query results and
subsequent notifications generated by changes in the RDF knowledge base are expressed in terms of added
and removed query results since the previous notification.

2.5. LoRaWAN and LoRa Server
In the last years different communication technologies have been specially developed for IoT, known as
LPWAN (Low Power Wide Area Network) [16], providing long transmission ranges, low energy consumption
and low bandwidth. These features make LPWAN an attractive technology for IoT applications that send a
few dozens of bytes every couple of minutes or hours, such as street lightning, pollution monitoring and
irrigation for agriculture. LPWANs are organized into star topologies, where sensors send data directly to a
data hub called gateway, which have stable energy source and stable Internet connection.
Among the most succeeding LPWAN technologies so far is LoRa, a communication protocol developed by
Semtech Corporation that operates in the sub-GHz ranges, such as 433 MHz and 868 MHz (Europe) and 915
MHz (USA and Brazil) [12]. The physical layer is called LoRa (Long Range) and the upper layers are called
LoRaWAN, which is standardized by the LoRa Alliance1 and can reach distances of some kilometers with a
bandwidth up to 50 Kbps and typical payload of less than 100 bytes. The LoRaWAN architecture is
comprised of LoRa end-nodes (i.e., sensors and actuators) and LoRa gateways that have an active IP
connection and forwards LoRa packets to a centralized server. The server is further divided into LoRa Server
(deals with network issues) and LoRa Application (App) Server, dealing with different applications.
LoRaWAN defines an ALOHA-base media access control protocol on top of LoRa communication, as well as
providing security features such as authentication and cryptography.
There are different ways of implementing the LoRaWAN architecture with its network and application
servers: a) Open source software that can be installed in a cloud or fog according to the scenario, such as
the LoRa Server Project2; b) The Things Network3 (TTN), a crowdfunded online community that implements
LoRaWAN server and make them available as a service (some services are not free, though); c) Proprietary
solutions, such as Loriot 4 ; d) The development of a new implementation, which in practice means
1
2
3
4

lora-alliance.org
loraserver.io
thethingsnetwork.org
loriot.io
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reinventing the wheel. SWAMP is based on the LoRa Server Project. Throughout this document, whenever
the term LoRa Server is used, we mean the open source implementation provided by the LoRa Server
Project.

3. SWAMP Infrastructure
The SWAMP infrastructure is composed by three views of the same solution that combined face the
challenge of providing IoT-based precision irrigation services within the agriculture domain:
•
•
•

SWAMP Architecture: provides a functional view of software, hardware and communication
components structured into five layers;
IoT Computing Continuum: provides a spatial view of the physical places where the SWAMP
Architecture components can be deployed for a given pilot scenario;
SWAMP Platform: provides a temporal view of the SWAMP Architecture components and how they
are developed, deployed and executed for providing Smart Water Management features to the
pilot sites.

3.1. SWAMP Architecture
The SWAMP Architecture provides a general framework for understanding the roles played by
different software, hardware and communication components needed to implement the SWAMP services.
It is divided into five layers, as depicted by Figure 1.
•

Layer 1: Device & Communication: a variety of sensor and actuator technologies to acquire soil (e.g.,
moisture), plant (e.g., growing stage) and weather (e.g., air temperature), as well as LPWAN
communication technologies (e.g., LoRaWAN) are abstracted in this layer. The SWAMP pilots use
commercial sensors as well as a custom-mode multiparametric sensor probe.

•

Layer 2: Data Acquisition, Security & Management: protocols and software components for data
acquisition are the key characteristic of this layer, in addition to security and device management
functions. The FIWARE IoT Agent GE also belongs to this layer as it translates the internal FIWARE data
representation in JSON from/to devices.

•

Layer 3: Data Management: contains software components in charge of data storage, processing and
distribution based on FIWARE GEs (Orion, QuantumLeap, Cygnus and Cosmos) and SEPA SPARQL
engine. A mapper between FIWARE NGSI-LD and SEPA RDF data models also belong to this layer, as
well as a mapper from external data sources, such as historical agriculture yield databases and
weather forecast services. A distributed infrastructure composed of cloud servers and fog nodes work
together for dealing with massive amounts of data and make it available to the upper layers.

•

Layer 4: Water Irrigation & Distribution Models: traditional agriculture models for estimating plant
water needs using images generated by drones (crop-based approach) and using soil sensors for
determining soil moisture (soil-based approach) belong to this layer. Optimization models and
techniques for water distribution based on plant water needs are essential whenever collective
networks replace individual water sources. Also, computational intelligence (e.g., machine learning)
works together with traditional models or in place of them.

•

Layer 5: Water Application Services: irrigation services that make sense to farmers and water
distributors via user interfaces.
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Figure 1: SWAMP Layered Architecture

3.2. IoT Computing Continuum: Device ↔ Mist ↔ Fog ↔ Cloud
The SWAMP Management System is intended to monitor and manage hardware, software, network and
data that are placed in the cloud, fog, mist or in the IoT devices. Cloud and fog are logical and physical
components of the IoT Computing Continuum (Figure 2) that also contains mist and devices (sensors and
actuators). The IoT Computing Continuum is named after the fact that many components may be placed in
different computing infrastructures depending on characteristics, requirements and constraints of
particular deployment scenarios. It extends the concept of IoT-fog-cloud continuum with the explicit
inclusion of the mist level [3]. The IoT Management Architecture (Section 4) and the SWAMP Management
System (Section 5) both consider the four elements of the continuum for the effective and efficient
management of smart applications such as precision irrigation in agriculture.
It is important to notice that three levels of the continuum are usually mandatory: device, mist and Cloud.
Device is needed by the very definition of IoT. Mist is needed in LPWAN deployments of IoT where the user
owns the infrastructure (such as LoRaWAN gateways), for allowing data coming from (and going to) the
devices to be effectively relayed through the Internet. Cloud is where usually data coming from sensors is
processed, decisions are made and commands are sent back to actuators. The Fog, however, is an optional
level, since many deployments may choose not to have this intermediary level of communication,
processing and storage. For example, in smart farming applications, such as SWAMP, some farms may
choose to host a fog node within their premises, whereas others may prefer to transmit the data directly
from/to the mist (e.g. LoRa Gateway) to/from the cloud. In SWAMP, we have pilots based on both
approaches, with and without fog.
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Figure 2: IoT Computing Continuum: Device ↔ Mist ↔ Fog ↔ Cloud

3.3. SWAMP Platform & SWAMP System
The SWAMP Platform (or SWAMP Core Platform) is composed out of SWAMP IoT Platform, SWAMP
Application Platform and SWAMP Management Platform. These three platforms along with SWAMP
Applications and External Systems are deployed to build a SWAMP System that in turn is configured and
become a SWAMP Runtime. This section summarizes concepts introduced in SWAMP deliverable D1.2
(Initial SWAMP Core Platform) [10].
Figure 3 illustrates these concepts and the relationships between them:

•

SWAMP Platform: The SWAMP Platform, or more precisely the SWAMP Core Platform, is a set of
generic components depicted by the architecture in Figure 1. Actually, the SWAMP Platform is a
composition of three other platforms, namely, SWAMP IoT Platform, SWAMP Application Platform
and SWAMP Management Platform. The SWAMP Application Platform and the SWAMP
Management Platform are developed within the SWAMP Project, whereas the SWAMP IoT
Platform is developed by third-party developers.

•

SWAMP System: Whereas there is only one SWAMP Platform, each pilot requires a customized
SWAMP System to fulfill its specific needs of irrigation or water distribution. The SWAMP Platform,
together with SWAMP Applications (Apps) and External Systems are deployed into a SWAMP
System.

•

SWAMP Runtime: A SWAMP System is configured to represent all virtual entities - e.g., soil probe
(sensor set), plot, farm, crop - needed to automate a pilot and the result is a SWAMP Runtime, i.e.,
a system ready to run. The configuration process is performed by the IoT Entity Editor introduced in
section 5.3. A SWAMP Runtime is under a continuous process of maintenance, both preventive and
corrective, which may need parts of the system to be redeployed or entities to be reconfigured.
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Figure 3: SWAMP Platform, SWAMP System and SWAMP Runtime

4. IoT Management Architecture
The IoT Management Architecture is a generic 4-layer architecture powered by FIWARE SEPA and LoRa
Server, able to manage IoT-based applications in different verticals. This architecture will be applied to the
SWAMP smart agriculture scenarios, but it can also be adapted to smart cities, smart healthcare, and smart
industry, among others.
Figure 4 shows the 4 layers of the proposed architecture: Infrastructure, Software Components, Data Flow

and Data Quality.
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Figure 4: IoT Management Architecture

•

Layer 1 (Infrastructure) is responsible for managing physical and logical hardware (i.e., bare metal
and virtual machines or containers) and network infrastructure. It includes the management of
sensor, mist, fog, and cloud hardware components. The hardware components may be a simple
Raspberry Pi (mist), a computer (fog) or a dedicated server of the cloud. This layer also manages the
links between the computing components, which includes the LoRa wireless link between device
and mist, a WLAN link (wired or wireless) between mist and fog and the Internet connection
between fog and cloud.

•

Layer 2 (Software Components) manages all software components of the IoT Platform and the
Application (e.g. ,SWAMP). The software running in the computing components are monitored by
the IoT Manager (IoTMan). Some of these components are LoRa Server, LoRa App Server and MQTT
brokers in the fog, and the FIWARE components in the cloud: IoT Agent, Orion, Quantum Leap and
MQTT broker. The same idea is applied to SEPA, replacing the components where needed.

•

Layer 3 (Data Flow) manages the availability of data flow across hardware, software and network
elements. Basically, the IoTMan should check all the steps of the data flow from the sensor until the
storage in the cloud. The steps of the end-to-end dataflow may be monitored indirectly, rather than
directly. For example, if data is being received from a sensor in the mist, it can be safely assumed
that data flow (1) is actively working.

•

Layer 4 (Data Quality) analyzes the data quality from two perspectives of veracity. The univariate
data analysis performs simple checks of data ranges (e.g. maximum and minimum), periodicity (e.g.,
data received every x minutes) and anomaly of one variable at a time (e.g., huge unexpected
variation of a metric). The multivariate data analysis performs more complex analyses of multiple
variables at a time (e.g., comparing rainfall with soil moisture).
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5. SWAMP Management System
The SWAMP Management System is an instantiation of the IoT Management Architecture that implements
the four layers according to the needs, requirements and constraints of the SWAMP Platform. The System
is a part of any SWAMP System focused on managing the components of the SWAMP IoT System (FIWARE,
SEPA, LoRa Server) and the SWAMP Application Platform, as described in SWAMP Deliverable D1.2 [10].
Figure 5 depicts the SWAMP Management System as a part of a whole SWAMP System that is also
comprised of the SWAMP Application System (which in turn is comprised of Water Irrigation System and
Water Distribution System).
The main components of the SWAMP Management System are the IoT Management Agent (IoTMA), IoT
Manager (IoTMan), IoT Entity Editor (IoTEE) and IoT Sensor Setup (IoTSS). These components are described
next.

Figure 5: SWAMP Management System

5.1. IoT Management Agent (IoTMA)
The main functionality of the IoT Management Agent is to monitor and control the mist, fog, and cloud
machinery (physical/logical), and the software components running on them. Monitoring is basically a data
collection of the functioning of hardware/software components, such as fault or performance. This
information is sent to the IoT Manager. Controlling means some actuation on the components, such as
turning on/off some hardware equipment or software component and changing some configuration.
There are four possible agents in the system, one for each level of the IoT Computing Continuum: Sensor
IoTMA, Mist IoTMA, Fog IoTMA and Cloud IoTMA.
•

Sensor IoTMA is aimed at monitoring hardware and embedded software in sensors and actuators.
However, since the deployment of a real agent in a sensor probe faces many issues, the SWAMP
Sensor IoTMA is implemented manually by the IoT Sensor Setup, described in section 5.4.

•

Mist IoTMA monitors and controls the mist hardware and software. A mist infrastructure may be
comprised of a set of LoRa Gateway, WiFi AP and a Raspberry Pi for computing that are not
necessarily packet into the same box, but that provide services to devices within the same
geographical area. The typical deployment for a SWAMP pilot is a Raspberry Pi board with a
LoRaWAN shield for LPWAN communication. Also, since the Raspberry-powered mist node is
connected to the Internet, it can relay data coming from a weather station that usually exports its
data via a serial interface.
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•

Fog IoTMA monitors and controls the fog hardware and software, which may vary according to the
needs, requirements and constraints of each deployment scenario. Heavyweight fog deployments
allow the data to be processed directly in the fog, usually for autonomous behavior and robustness
against disconnections from the Internet. On the other hand, lightweight fog deployments may
contain communication components such as LoRa Server. Also, as emphasized in section 3.2, some
deployments may choose not to use the fog whatsoever. In this case, there is not need for a Fog
IoTMA.

•

Cloud IoTMA monitors and controls the virtual machines (VM) of the cloud, besides the hardware
and other software components. Most processing capabilities of the SWAMP Application System
and SWAMP Management System dwell in the cloud in a typical SWAMP deployment scenario.

5.2. IoT Manager (IoTMan)
The IoT Manager is the component responsible for collecting, visualizing and analyzing all management
information sent by the different IoTMA. The IoTMan must visualize and analyze the end-to-end IoT
components, data flows, entity data time series and alarms generated by the agents. Also, it may actuate
remotely on IoTMA, e.g., sending a message for changing some configuration parameter. The IoTMan is
composed of four sub-components: IoT E2E monitoring, Entity Data Visualization, Data Quality Analysis and
Remote Actuation.

5.2.1. IoT E2E Monitoring
The IoT End-to-End (E2E) Monitoring System monitors the four layers of the IoT Management Architecture,
namely, infrastructure, software, data flow and data quality. Figure 6 depicts the IoT E2E Monitoring,
showing the relationship of the SWAMP Management System with the SWAMP Application System. This
picture makes a distinction between application data and management data and both are stored in FIWARE
Orion.
The purpose of our approach is to use the same solution for both application and management systems,
thus simplifying data storage and processing. Since Orion is a natural data distributor, it can also be used to
distribute management data. We conducted a performance analysis with FIWARE GEs and Orion showed
itself to be scalable and reliable [10][11]. For simplicity, this picture and the first implementation of the
SWAMP Management System uses FIWARE Orion to store management data collected by IoTMAs. However,
if a separate instance of Orion is needed for providing scalability or separations of concerns, a new Orion
instance exclusively devoted to management may be created, requiring only configuration changes in the
IoTMAs to send data to a different IP address.
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Figure 6: IoT End-to-End Monitoring System

5.2.2. Entity Data Visualization
The Entity Data Visualization (or IoTMA Visualization System) shows time series information of entities
monitored by IoTMAs. IoTMAs store the collected data from monitoring points in FIWARE Orion, which in
turn is stored in QuantumLeap. The Entity Data Visualization component obtains the data from
QuantumLeap in shows to the users in a variety of different ways, which is exemplified by Figure 7. The
screen shows different statistics of the selected device, such as running processes with CPU usage and
memory, and network adapters with transmitted and received packets. Using this interface, users can
check whether devices are working properly in a visual and friendly manner. Other functionality is to
visualize an entity data time series, as shown by Figure 8, using the Grafana open source software. Grafana
or other Web dashboard may be used, as well as custom-made interfaces. Both pictures illustrate
preliminary version of the Entity Data Visualization component of IoTMan, which is currently under
development (section 7 presents the current status of all components).
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Figure 7: Entity Data Visualization (IoTMA Visualization System)

Figure 8: Entity Time Series Visualization (Grafana)
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5.2.3. Data Quality Analysis
Data availability and veracity are key issues in IoT operations. The former is straightforward (i.e., if there
are no stimuli coming from sensors, there is no reaction) and the latter is because if the sensor stimuli are
relevantly inaccurate, the reactions may be inappropriate or even harmful. We want to maximize data
availability, and within available data, we want to maximize their veracity. With the IoT Management
Architecture, layers 3 and 4 deal with data availability and veracity, respectively.
The Data Quality Analysis of the SWAMP Management System deals with layer 4 of the IoT Management
Architecture (i.e., it focuses on two perspectives of data veracity). The univariate data analyzes only one
variable at a time, such as humidity or temperature, checking data range, periodicity and other anomalies.
This component may generate alarms whenever some inconsistency is found. The multivariate data
analysis is more complex, comparing multiple variables at a time.
Figure 9 shows an example of multivariate data quality analysis that compares soil moisture (X axis) and

precipitation (Y axis) for a soybeans crop [19], using the LOF (Local Outlier Factor) algorithm [6], a very
popular anomaly detection technique. In this picture, black circles denote a behavior considered common
by LOF, whereas points in other shapes are considered to have anomalous behavior. A red triangle shows a
situation where the soil is previously dry, there was no relevant precipitation occurrence, but there was an
extreme jump of water availability in the soil. A blue cross shows a situation where an unusual soil drying
jumps occurred, when the common behavior is that even on days without rain and irrigation, soil drying is
much smoother. These are examples of scientific results that are being incorporated into the Data Quality
Analysis of the SWAMP Management System.

Figure 9: Data Quality Analysis

5.2.4. Remote Actuation
The IoT Manager may send commands to be executed by the IoT Management Agents (IoTMA). The most
common example is restarting some device (hardware) or software component that is not working properly
by any reason. This monitoring and restarting capability may be performed automatically in order to
provide availability of the platform itself. In other words, in addition to remote actuation, IoTMAs may be
able to perform self-management local actuation to provide additional availability. Also, changing some
parameters is also possible to do remotely, such as changing the periodicity of collecting data, device
configuration and so on. Other possibilities of remote actuation may be explored according to the needs of
the SWAMP Application System.
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5.3. IoT Entity Editor (IoTEE)
The IoT Entity Editor (IoTEE) offers to the SWAMP Management System the functions of Creating, Reading,
Updating and Deleting (CRUD) Virtual Entities (VE, the ones with corresponding managed Physical Entities,
PE) and Virtualized Physical Entities (VPE, the ones with no corresponding managed PEs in the system).
Managed entities are stored in FIWARE Orion, that in turn stores them in MongoDB, which allow the
system to be prepared to deal with data coming from sensors, data needed for the water irrigation and
distribution systems, and data corresponding to irrigation prescriptions generated by the latter and sent to
the irrigation systems. Entities can be composed of other entities (e.g., a farm contains plots, which contain
sensors and irrigation systems).
The key functions of the SWAMP Management System that are within the IoTEE are related to the
deployment of SWAMP Application entities in a SWAMP System for all SWAMP Pilots.
•

CRUD of SWAMP Application Virtual Entities, such as sensors, farm, management zones and
irrigation systems. Figure 10a depicts the IoTEE user interface that allows viewing, adding, editing
and deleting (i.e., performing CRUD operations) virtual entities. Also, Figure 10b depicts the user
interface for editing an entity that allows performing CRUD operations on its attributes.

•

CRUD of Entity Templates, e.g. sensor templates, which facilitate the creation of entities by
exempting users from creating entities from scratch every time. The CRUD of IoT Management VE
includes the IoT Management Architecture Entities and different users (stakeholders). Figure 10c
depicts the IoTEE user interface that allows performing CRUD operations over entity templates,
while Figure 10b depicts focus on editing a template and performing CRUD operations on its
attributes.

A variety of entities is needed for a SWAMP System to perform its tasks, which must be created via the
IoTEE during the system deployment phase. These entities are defined in two companion documents:
Deliverable D2.7 (Virtual Entity Extensions for Smart Water Management) and Deliverable D2.1 (IoT
Communication and Storage Substrate).

a) View, Add, Edit and Delete Entity
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b) Edit entity and its attributes

c) Add Entity Template
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d) Edit Entity Template
Figure 10: IoT Entity Editor (IoTEE)

5.4. IoT Sensor Setup (IoTSS)
The IoT Sensor Setup (IoTSS) follows a Sensor Setup Process and is used in the field installation (and
update) of physical sensors and its association with virtual entities stored in FIWARE. The IoTSS must be
able to work in places where 4G/WiFi connectivity is not guaranteed due to limited coverage or shadow
areas.
The main functions of the IoTSS are:
•

Communicate with sensor probe;

•

Obtain sensor GPS coordinates;

•

Configure sensor probe parameters, which might be depended on sensor probe capabilities (serial
number, address, security keys, etc.);

•

Associate (bind) Physical and Virtual Entities: Device Serial Number with Virtual Entity (FIWARE);

•

Synchronize sensor probe information with the SWAMP System (in FIWARE Orion).

The components of IoTSS are the Sensor Setup App and the Sensor Setup Service. The APP is a mobile
application for field installation of the sensor probes, using Bluetooth technology (or similar) for
communication and works as a manual Sensor IoT Management Agent (IoTMA), since the deployment of a
real agent in a sensor probe faces many issues. The Sensor Setup Service is responsible for synchronization
of local information with FIWARE Orion. For simplicity, the functions to be implemented by the Sensor
Setup Service may be included in the IoT Entity Editor.
A key issue for the IoTSS is the Sensor Setup Process, which is a guide for sensor installation and
maintenance that guarantees the binding between the physical device and its digital representation in the
system as a virtual entity. Figure 11 depicts the hardware, communication and software components
involved in the sensor setup process and its relationship with the IoT Computing Continuum. According to
different requirements of SWAMP Pilots, we consider two configurations of the continuum, one including a
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fog node (Figure 11a) and another with no fog (Figure 11b). Notice that the difference in this case is the
placement of the LoRa Server components in the fog or in the cloud. Other configurations may be tested
and implemented, such as the IoT Agent, Orion and Quantum Leap placed in the fog, or even the LoRa
Server placed in the Mist.
The first version of the steps comprising the setup process are described here, but they are expected to
change up to the end of the project, as more experience is gained with the real problems found in field
installations:
•

Step 1 (Hardware Pre-Setup): involves the manufacturing or procurement of sensors and the
assignment of an identifier for each sensor. The identifier will be used later as the virtual entity
identifier to bind the physical device (via LoRaWAN DevEUI address) with the virtual entity stored in
FIWARE. As this 6-step process is still preliminary and must go under extensive field tests, initially
the identifier will be a simple serial number that can be printed in the device and typed in the IoTSS
during the field installation process. Afterwards, we are considering to move to a standard device
identification approach, such as the Electronic Product Code (EPC) stored in an RFID tag [9];

•

Step 2 (Software Pre-Setup): involves the configuration of several software components, which are
depicted in Figure 11, such as LoRa Server, LoRa App Server, IoT Agent and FIWARE Orion;

•

Step 3 (Registration): involves the registration of virtual entities in LoRa Server, IoT Agent and
Orion;

•

Step 4 (LoRaWAN Activation): involves the activation of LoRaWAN-powered sensors and the LoRa
Gateway and checking whether packets are being received in the LoRa App Server;

•

Step 5 (Sensor Physical Installation): involves the physical installation of the sensors in the field,
collecting GPS coordinates of the sensor position and associating them with the virtual entity
identifier assigned in Step 1.

•

Step 6 (Sensor Enabling): once packets are arriving in the LoRa App Server and sensors are
physically installed in the field, the final step involves enabling packets to be sent to Orion by
means of configuring the IoT Agent and associating the GPS coordinates with the identifier in Orion.

a)

b)
Figure 11: Sensor Setup and the IoT Computing Continuum

6. SWAMP Security Management
Security is an important aspect of any IoT deployment in order to provide confidentiality, integrity, and
authentication. Availability is not treated here since it is provided by components presented in the previous
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sections. Figure 12 depicts big picture of end-to-end security management provided by SWAMP, divided up
into three segments:
•

Segment 1 (Sensor ↔ LoRa App Server): LoRa Server (section 2.5) provides security features from
the LoRaWAN end-node (sensor) up to the LoRa App Server. Data integrity is provided from the
end-node to the LoRa (Network) Server via AES-CMAC that provides stronger assurance than a
checksum or an error-detecting code [18]. Data confidentiality is provided from the end-node to
the LoRa App Server via a standard AES algorithm;

•

Segment 2 (LoRa App Server ↔ Orion): The LoRa App Server sends packets to a MQTT broker that
in turn is connected to an IoT Agent. The MQTT communication can be hardened with TLS security
and also the communication between the IoT Agent and the Orion Context Broker can be
configured to use HTTPS. We developed a special LoRaWAN IoT Agent for SWAMP, since the one
provided by FIWARE5 did not work adequately (called SWAMP LoRa IoT Agent).

•

Segment 3 (FIWARE Management): Within the FIWARE realm, the setup can be configured to
require the use of HTTPS (instead of HTTP) among all GEs. Also, OAuth 2.0 authentication can be
provided by the FIWARE Identity Management framework using the Keyrock GE6. The same idea
applies for the communication between the IoT Manager and Orion Context Broker.

•

Segment 4 (Orion ↔ Applications): The SWAMP Application System and SWAMP Applications
communicate with FIWARE using HTTS and OAuth 2.0.
FIWARE OAuth 2.0
Identity
Manager

Integrity (AES-CMAC)

LoRa
Server

LoRa
App
Server

MQTT-TLS

SWAMP HTTPS
LoRa
IoT
Agent

LoRaWAN
Gateway
LoRa App Server ↔ Orion

Sensor ↔ LoRa App Server

HTTPS
OAuth
2.0
FIWARE
Orion HTTPS

HTTPS
OAuth 2.0

Confidentiality (AES)

OAuth
IoT
Manager 2.0

SWAMP
Farmer
App

SWAMP
Irrigation
Models
Orion ↔ Applications

FIWARE Management

Figure 12: SWAMP Security Management - FIWARE

The same idea is true for SEPA based security

5
6

•

Segment 1 (Sensor ↔ LoRa App Server): SEPA is similar to FIWARE;

•

Segment 2 (LoRa App Server ↔ SEPA Broker): Similar to FIWARE, but the MQTT Adapter of the
SEPA Architecture plays the role of the IoT Agent.

•

Segment 3 (SEPA Management): The SEPA Broker remote management is performed via HTTPS and
WSS (Secure WebSocket).

fiware-lorawan.readthedocs.io
fiware-idm.readthedocs.io
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Segment 4 (SEPA ↔ Applications): The communication between Applications and the SEPA Broker is
performed via HTTPS and WSS. OAuth 2.0 is used by clients as authentication framework.
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Distribution
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HTTPS
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WSS

Confidentiality (AES)

SWAMP
Distributor
App

HTTPS

SEPA
Manager
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SEPA Management

Figure 13: SWAMP Security Management - SEPA

7. Implementation and Deployment Status
The current status of the SWAMP Management System implementation and deployment in the SWAMP
Platform is depicted in Table 1. A first version of all components will be available in 2019 and in 2020 new
features will be added.
TABLE 1 IMPLEMENTATION AND DEPLOYMENT STATUS

Component

Status

Comments

1. IoT Management Agent

Finished

Mist IoTMA, Fog IoTMA and Cloud IoTMA,
implemented, tested and deployed

31/03/2019

2. IoT Manager

Partially
completed

Components of the IoT Manager either
have been started or will be started soon

31/10/2019

2.1. IoT E2E Monitoring

Specification
completed

Implementation not yet started

31/10/2019

2.2. Entity Data
Visualization

Partially
completed

First version available

30/06/2019

2.3. Data Quality Analysis

Partially
completed

First version of algorithms implemented
and tested for scientific results

31/10/2019

2.4. Remote Actuation

To be started

Remote actuation features will be left for
a future implementation phase

31/10/2019

3. IoT Entity Editor

Specification
completed

Interfaces and stories
Implementation started

completed.

30/06/2019

4. IoT Sensor Setup

Specification
completed

Sensor Setup Process completed (first
version). Implementation of the IoTSS
App started

30/06/2019

5. SWAMP-FIWARE Security

Partially
completed

Segment 1 completed and other
segments are in different stages of
implementation or deployment

31/10/2019
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5.1. Sensor ↔ LoRa App
Server

Finished

LoRa Server Project installed and tested

31/01/2019

5.2. LoRa App Server ↔
Orion

To be started

Implementation is of little complexity and
will be started and completed soon

31/10/2019

5.3. FIWARE Management

To be deployed

FIWARE provides HTTPS and OAuth 2.0,
which is not yet deployed

31/10/2019

5.4. Orion ↔ Applications

To be deployed

FIWARE provides HTTPS and OAuth 2.0,
which is not yet deployed

31/10/2019

Partially
completed

Segment 1 completed and other
segments are in different stages of
implementation or deployment

31/10/2019

6.1. Sensor ↔ LoRa App
Server

Finished

LoRa Server Project installed and tested

31/03/2019

6.2. LoRa App Server ↔
SEPA Broker

To be deployed

Implementation exists but not
deployed in the SWAMP Platform

yet

31/10/2019

6.3. SEPA Management

To be deployed

Implementation exists, but not
deployed in the SWAMP Platform

yet

31/10/2019

6.4. SEPA Broker ↔
Applications

To be
implemented

SWAMP
applications
development

under

31/10/2019

6. SWAMP-SEPA Security

are

8. Final Remarks
This report described the approach taken by SWAMP for the management and deployment of SWAMP
Systems, focusing on Deployment and Runtime Management Services that are needed for SWAMP Platform
installation, configuration, monitoring and maintenance, considering the diversity of scenarios that
characterize the SWAMP pilots. It proposed a novel IoT Management Architecture, which can be used for
the management of different IoT applications, such as smart farming, smart cities, smart health care and
smart industry. Also, an instantiation of this architecture for the smart water management was presented,
called SWAMP Management System. Security management aspects of the SWAMP platform are also
discussed. Finally, since the whole SWAMP Management System is still work in progress, a status of its
implementation and deployment as of end of April 2019 is presented.
The proposal of the IoT Management Architecture and the SWAMP Management System was made after
an extensive research on journals and conferences looking for the management of IoT applications, which
proved to be unsuccessful. With the first deployments of the SWAMP Systems in the pilot scenarios, the
SWAMP team soon learned that manual configurations and monitoring could not cope with the needs of
highly scalable systems. Even though in a small scale at the beginning, many problems occurred that
unnecessarily delayed and challenged the deployment and management process.
Next, the SWAMP Management System components will be implemented, deployed, tested and its
performance will be evaluated to understand its scalability limits.
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